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Viruses





Viruses, worms, Trojan horses, and logic bombs are all unwanted, uninvited, 


potentially dangerous software, but there are important distinctions among 


them. The differences lie in whether the category requires a host program 


and whether it makes copies of itself.





The major groups of viruses on PCs are boot sector viruses (BSV), program


viruses and application viruses.





A BSV infects boot sectors on diskettes and/or hard disks.  On diskettes, 


the boot sector normally contains code to load the operating system files. 


The BSV replaces the original boot sector with itself and stores the


original boot sector somewhere else on the diskette or simply replaces it


totally.  When a computer is then later booted from this diskette, the


virus takes control and hides in RAM.  It will then load and execute the


original boot sector, and from then on everything will be as usual. 


Except, of course, that every diskette inserted in the computer will be


infected with the virus, unless it is write-protected.





A BSV will usually hide at the top of memory, reducing the amount of


memory that the DOS sees.  For example, a computer with 640K might appear


to have only 639K.





Most BSVs are also able to infect hard disks, where the process is similar


to that described above, although they usually infect the master boot


record instead of the DOS boot record.





Boot viruses infect System Boot Sectors (SBS) and Master Boot Sectors (MBS).


The MBS is located on all physical hard drives. It contains, among other data,


information about the partition table (information about how a physical disk 


is divided into logical disks), and a short program that can interpret the 


partition information to find out where the SBS is located. The MBS is 


operating system. The SBS contains, among other data, a program whose purpose 


is to find and run an operating system.





Because these system areas are read during the booting process on all 


IBM-compatibles, boot viruses are operating system-independent and are 


therefore able to propagate more effectively than file viruses.





To understand boot viruses, it is necessary to understand the booting 


process. The BIOS (Basic Input/Output System), which controls the booting 


process, is initiated as soon as the power is switched on. The next process 


that runs is called POST (Power On Self Test). It ensures that the computer 


is in working order. The first task is to determine whether or not there 


is a diskette in the floppy drive. If there is, the System Boot Sector on 


the floppy is read, and the machine attempts to boot from it. If the diskette 


is not bootable (see below for more details), then you will see the following 


message on the screen:





Non system-disk or disk error.


Replace and strike any key when ready.





Normally, however, no diskette is present, and the Master Boot Sector on 


the hard drive is read. Then the System Boot Sector of the hard drive is 


read, and it will start the operating system. This process remains the same


on machines running DOS, Windows, Windows 95/98, Windows NT, and OS/2. The 


differences appear when the operating systems themselves are loaded.





How a boot sector virus infects - If a diskette is left in drive A: of a 


machine, and CMOS is set up to first boot from drive A: and then drive C:, 


then the SBS of the diskette will be read. If the SBS contains a boot virus, 


the boot virus will become active, go memory resident, infect the system 


areas of the hard drive, and attempt to infect other write-enabled diskettes 


that are accessed.





Program viruses, the second type of computer viruses, infect executable


programs, usually .COM and .EXE files, but they sometimes also infect


overlay files, device drivers or even object files.





An infected program will contain a copy of the virus, usually at the end,


in some cases at the beginning of the original program, and in a few cases


the virus is inserted in the middle of the original program.





When an infected program is run, the virus may stay resident in memory


and infect every program run.  Viruses using this method to spread the


infection are called -Resident Viruses-.





Other viruses may search for a new file to infect, when an infected


program is executed.  The virus then transfers control to the original


program.  Viruses using this method to spread the infection are


called -Direct Action Viruses-.  It is possible for a virus to use both


methods of infection.





Most viruses try to recognize existing infections, so they do not infect


what has already been infected.  This makes it possible to inoculate


against specific viruses, by making the -victim- appear to be infected.


However, this method is useless as a general defense, as it is not 


possible to inoculate the same program against multiple viruses.





The third type of viruses are application viruses, which do not infect


normal programs, but instead spread as -macros- in various types of files,


typically word-processor documents or spreadsheets.  This type of viruses


can easily spread through E-mail, when users unknowingly exchange infected


documents.





Macro Virus - Since the introduction of the first macro virus in August 1995, 


this virus type has been the fastest growing category.





Corporations and single users need to protect themselves by frequent updates 


of their virus control tools, which in turn involves the anti-virus 


industry to constantly update and distribute definition files. A definition 


file holds the virus signatures (fingerprints of known viruses) and are used


by the scanning engine to detect and remove computer viruses. 





Any virus scanner is only as effective as its most recent update, so obtaining


frequent virus signature updates is critical to maintaining a secure 


computing environment. 





Definition file updates are available from Power Software Inc. on a 


regular basis. 





The differences between macro viruses and traditional file viruses lie in 


the host (data files) and the method of replication (use of macro programming


languages inherent to applications). These differences add up to a new, 


formidable data security threat. Throw in the increased use of OLE 


(Object Linking and Embedding) as well as the explosive use of networks, 


e-mail, and the Internet as exchange media, and the outlook is grim.





How does it work - Traditional file viruses do not attempt to infect data 


files, for data files are not an ideal ground for replication. However, in the


past few years, organizations have been building upon open systems, in which 


data is shared more readily. This in turn means that there is little security.


Macro viruses take advantage of the fact that many applications now contain 


macro programming languages. These languages allow users (and virus authors) 


more flexibility and power within the application than ever before. Often 


macro viruses are not detected early enough because many users are not familiar


with the types of macros. As a result, macro viruses have an infection rate 


much higher than traditional file and boot viruses. To date, the most targeted


macro programming language is WordBasic, the language within Microsoft Word.





Why is such a risk - Since data files are shared more frequently than 


executable (program) files, the security threat posed by macro viruses is very


real. The open systems in many of Microsoft's applications utilize OLE in order


to combine different data types. You can embed an object such as a bitmap 


within a Word document. Embedding an object means that any edits to the object 


will not be reflected in any other copies of the object. You can also link an 


object such as a Excel spreadsheet to a Word document. Linking an object means 


that you may edit the object in either its source application or from within 


the application to which it is linked, and all copies of the object will be 


updated.





Some macro viruses contain destructive code and some even create and execute 


traditional file and boot viruses. While traditional file and boot viruses 


affect the operation of a machine, macro viruses affect the quality and 


reliability of information contained within data files. 





Macro viruses for previous versions of Word and Excel can also be -upgraded-. 


Not every virus will work after the conversion, but we know that quite 


a few do. 





Multipartite virus - Multipartite viruses infect both executable files and 


boot sectors. These are able to infect over networks. Because a macro virus 


infects files, it technically is a file virus. However, unlike traditional 


file viruses, it targets data files instead. Macro viruses are becoming 


increasingly common, and therefore they deserve to be treated as a separate 


category. You have probably also heard other terms such as -polymorphic-, 


-stealth-, and -encrypted-. These are not types of viruses, but rather are 


methods that viruses use to disguise themselves from anti-virus products.








Now - to correct some common misconceptions, here are a few bits of


information about what viruses cannot do.





        A virus cannot appear all by itself, it has to be written, just


        like any other program.


        


        Not all viruses are intentionally harmful - some may only cause


        minor damage as a side effect - however, there is no such thing


        as a -harmless- virus.





        Reading plain data from an infected diskette cannot cause an


        infection.  (However, it is not trivial to determine what


        -plain data- is)





        A write-protected diskette cannot become infected, if the


        hardware is working properly.





It used to be the case that a virus could not infect a computer unless it


was booted from an infected diskette or an infected program was run on it,


but alas, this is no longer true.  It is possible for a virus infection to


spread, just by the act of reading an infected Microsoft Word document,


for example, or through use of Lotus Notes, to name two well-known


applications.





It also used to be the case that a virus could not infect data files or


spread from one type of computer to another - a virus designed to infect


Macintosh computers could not infect PCs or vice versa, but with the


appearance of application viruses this has changed as well - there are now


a few viruses that can infect WinWord as well as MacWord.





How many viruses are there





We are asked this question all the time. The answer is difficult for several 


reasons:





New viruses appear every day. Often we find that many variants are made based 


upon one virus. This brings up the question of how viruses get their names. 


Sometimes the virus author puts text into the virus that indicates a name 


for the virus or for him. But most of the time, names are given by people 


who discover them. Different methods are used, such as: estimates of place 


of origin or place of detection, number of bytes that the virus adds to files, 


what the virus does. 





Power Anti-Virus detect over 54000 virus variants.





In the wild viruses





Viruses that are -in the wild- have been seen outside the research labs. In the


wild viruses comprise about 10% of the viruses that we know about, and it is 


these viruses that you and your organization should concern yourselves with.





If you are interested in more details, contact Power Software Inc.





Background


 


When viruses first appeared, the only operating system of note was MS-DOS. It 


took some years for Windows to stabilize and become popular, so viruses 


flourished in MS-DOS. In fact, almost all file viruses (excluding macro 


viruses) are MS-DOS based. Although OS/2 came on the scene shortly after 


viruses did, OS/2 is not as mainstream an operating system as DOS. Therefore, 


virus writers were - and still are - less likely to be running OS/2 themselves,


and even if OS/2 viruses were written frequently, they would not be as 


widespread as MS-DOS viruses. As a result, there are only two known OS/2 


viruses today. Both Windows 95/98 and Windows NT are becoming increasingly 


common, and both are backwards compatible with MS-DOS, which means that they 


are backwards compatible with MS-DOS viruses. However, the architecture of the


new operating systems pose interesting challenges to viruses.





MS-DOS Viruses


 


Since the macro viruses that we have seen to date infect data files generated 


from and read by Windows applications, macro viruses are not a problem on 


MS-DOS-only machines. Traditional file viruses and boot viruses prosper in 


MS-DOS machines because MS-DOS has no inherent security features. Viruses, 


therefore, have free rein to infect memory, and program files as described in 


File Virus.





Windows Viruses


 


Since DOS runs -underneath- Windows, file viruses are able to infect machines 


that run Windows, but their lifespans are cut short. In general, file viruses 


are able to infect Windows executables, but the executables then do not 


generally work properly. Impatient users would either replace the executables, 


or if they were frustrated enough, reinstall Windows. This was enough to cause 


the demise of the traditional file  virus. In addition, the structure of the 


executables in Windows is more complicated than Windows 95/98 executables, and 


memory has better protection. Viruses under Windows therefore never became the 


types as they have proved to be under Windows 95/98. Macro viruses and boot


viruses, however, have not suffered the same fate. To date, macro viruses have 


been written to target Windows applications, and therefore the presence of 


Windows is required. Combining the wide acceptance of Windows with the fact 


that macro viruses infect data files rather than program files (see Macro 


Virus) has led to one macro virus, Macro.Word.Concept, becoming one of the 


ten most common viruses. The actual booting process on a Windows machine is no 


different than on a DOS-only machine. Therefore, boot viruses have not been 


hindered by Windows, and they continue to propagate by infecting hard drives, 


going memory resident, and then infecting floppy disks.





OS/2 Viruses


 


As mentioned above, OS/2 is not as widely used as Windows and other Microsoft 


operating systems. Because of the way that OS/2 was designed, however, it is 


still susceptible to non-OS/2-specific viruses. Unlike Windows, MS-DOS does not


run -underneath- OS/2. OS/2 is a powerful 32-bit operating system that supports


DOS applications, Windows applications, and native OS/2 applications. In order 


to run DOS applications, OS/2 furnishes VDMs (virtual DOS machines).


As the name suggests, VDMs -look- like DOS to DOS programs. Therefore, an 


infected DOS program can infect other DOS program files within that VDM, but 


not DOS programs in other VDMs. The newly infected DOS program file can then 


continue infecting other program files which might be started in VDMs in the 


future. So the infection path continues. If Windows applications which include 


macro programming languages are run on an OS/2 machine, then the OS/2 machine 


is equally as susceptible to macro viruses as a Windows machine.


Again, since the booting process is the same on IBM-compatible machines prior 


to the operating system being loaded, boot viruses can infect OS/2 machines. 


OS/2 handles diskettes differently than DOS and Windows so the likelihood that 


the boot virus will propagate after it has infected the hard drive is lower on 


an OS/2 machine than on a Windows or DOS-only machine. 


The risk involved is rather one of the boot virus's action on the hard drive. 


If the boot virus was designed to have a payload, then we can expect it to be 


delivered, regardless of whether it was able to infect any floppies.


OS/2 supports two file systems: FAT (file allocation table) and HPFS (high 


performance file system), and you may use just one or both. HPFS is more 


advanced and stores information in different places, so you can expect serious 


effects on an HPFS system from a boot virus that expected to only see FAT.





Windows 95/98 Viruses


 


Unlike Windows and DOS, Windows 95/98 is marketed as having built-in security 


features. Unfortunately, such features are not robust enough to safeguard 


Windows 95/98 against viruses. In fact, the first virus written especially to 


target Windows 95 (the Boza virus) emerged late in 1995. Furthermore, 


Windows 95's workgroup networking environment has no file-level protection and 


therefore can potentially lead to increases in virus spreading. After the 


rather primitive Boza virus, the Windows 95/98 viruses have increased in 


numbers and complexity. Then they have become more technically complex. Some of


the viruses under Windows 95/98 spread by active use of the network protocol. 


A temporary -time- of complexity and destructive capacity was reached with the 


CIH virus in 1998. Windows 95/98 shares many characteristics with OS/2 with 


respect to system architecture and interaction with viruses: 


Like OS/2, Windows 95/98 is a 32-bit operating system that supports DOS 


applications, Windows applications, and native Windows 95/98 applications.


Similar to OS/2's VDMs, Windows 95/98 has VMs (virtual machines) - a 


System Virtual Machine with separate address spaces for Win32 applications 


and a shared address space for all Win16 applications; and separate virtual 


machines for individual DOS applications. File viruses can easily spread on a 


Windows 95/98 machine because DOS program files only limitation under Windows 


95/98 is that they cannot write directly to the hard drive. Each DOS VM takes 


on the characteristics of the system from the point at which the machine was 


started. Since Windows 95/98 first starts up by running the same programs as 


a DOS-only machine does, it is possible that an infected program running during


the startup process could go on to infect other program files within that VM. 


Although program files from one VM cannot infect program files in another VM, 


it is possible for an infected program file to be loaded into a separate VM in 


the future, thereby continuing the infection path. The macro viruses that have


been written to date target data files generated from and read by Win16 and 


Win32 applications that are frequently run on Windows 95/98. As a result, 


macro virus infections abound on Windows 95/98.


Since the Windows 95/98 boot process is the same as a DOS-only or Windows 


machine (up to a certain point), boot viruses are able to infect hard drives 


of Windows 95/98 machines. When Windows 95/98 loads, however, boot viruses 


are often disabled and not allowed to propagate. On the other hand, if the 


boot virus has a payload, it may deliver it without requiring the virus to 


replicate beforehand. 


CIH Virus - Until 26 April 1998 it was true that viruses could inflict 


serious damages on software, but not on hardware. On this particular day, 


the virus Win95.CIH.1003 struck for the first time. The victims had to 


replace the flash BIOS chip, and even the PC's motherboard. In the months 


to follow, the CIH virus has been reported in the wild from most parts of 


the world. It now exists in four different variants, always triggering on 


the 26th in a month.


The CIH virus infects executable files under Windows 95/98 in a very covert 


manner. For example, infected files do not increase their length. Normally, 


an unexpected change of file length for a binary file is a sure sign of virus 


activity. Simply put, when the flash BIOS is reprogrammed by the CIH virus, 


the PC is lobotomized and forgets its internal language. When this happens, 


there is no cure but replace this piece of hardware. The virus can also 


overwrite the harddisk and render it useless. The CIH virus is a reminder 


that virus writers often have detailed information on -unknown in the wild- 


procedures deep down inside the operating systems. When they write almost 


bug-free viruses as nasty as CIH, the need for proper virus protection is a 


must. 





Windows NT Viruses


 


Like Windows 95/98, Windows NT is backwards compatible with DOS and Windows. 


Despite the fact that NT's security features are more robust than 


Windows 95/98's, file viruses can still infect within Windows NT. DOS 


applications run in separate VDMs (virtual DOS machines), and file viruses can


function within the VDM. Some DOS file viruses might not work in the intended 


fashion under NT, but there is nothing about NT's security that prevents file 


viruses from infecting. As with Windows 95/98, Windows NT supports applications


that contain macro programming languages, making NT as vulnerable to macro 


viruses as Windows-only machines. Because Windows NT machines boot the same way


that DOS machines do, boot viruses are able to infect NT hard drives. However, 


when these boot viruses attempt to go memory resident, they will be stopped by 


NT and therefore be unable to infect floppies. In effect, this stops the 


infection path, but the user must still deal with any side effects that the 


boot virus may have on the system - destructive payloads or manhandling NT's 


boot area in such a way that NT refuses to load.





Power Software Inc. Products





Power Anti-Virus 





Description: Power Anti-Virus is one of the best anti-virus programs out there. Using a very 


modern scanning method, Power Anti-Virus is able to find practically all known viruses, by a method known as  -scanning-. This involves searching for a virus pattern, or a -serach string-, a sequence of bytes which is very unlikely to be found anywhere but in this particular virus. The search strings are stored in a file named POWERAV3.DAT, which must be present in the current directory as POWERAV.EXE.





Current version: 2.6


Virus variants: over 54000       


Current Virus definition date: 26. June 2002





Power Anti-Virus Download Link: http://www.simtel.net/pub/simtelnet/pub/msdos/pav26.exe





Power Anti-Virus - Virus Definition File Download Link:


http://www.simtel.net/pub/simtelnet/pub/msdos/pav-def.zip





Cooming Soon





Power Anti-Virus Version 2.7 - A new version of Power Anti-Virus which comes with a new main interface and a new stunning scanning interface. Also with a big number of option which allows you to change all the moves that Power Anti-Virus does. (like Memory Scanning, Boot Sector Scanning, MBR (Master Boot Record) Scanning, Heuristics Scanning, Archive and Packed Files Scanning, Stunning or Console Scanning). 





Power Boot Guard Version 1.0 -  A new boot program that allows you to protect your boot from all kind of virus infections. The installation program will install the program direct into the boot so when you start the computer the program will do a fast searching of every boot sectors drives. If you use this program you don't need to worry about infecting your system with boot viruses from Diskette Drives because the program will the scan the Boot Sector and Master Boot Record (MBR) before the system will access the informations stored there.





Put an order now for US$10 for 1 copy at the following e-mail address:  order@danworld.com





If you want to obtain a complete list of products and prices please contact us at the following e-mail address: powersoftware@danworld.com 








 


