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Link monitor

Programmed by Sebastian Groeneveld (2002)

Purpose

This program will check an Internet or network connection by pinging a specified host. When the host replies, it will show a green light, indicating that the host is online and reachable. However when no reply was received in time or the IP address could not be found, it will show a red light, indicating that the specified host could not be reached (or doesn’t exist).

History

This idea for this program originated on a day that my Internet connection was really bad. At almost fixed intervals the connection was completely gone, only to be restored several minutes later. These connection-dips were not visible until I tried to open a page in my Internet browser. My instant messenger program didn’t even notice the link loss and happily reported that my messages were sent successfully, while in fact they would never arrive. Also messages that were sent to me wouldn’t arrive after the connection had been restored.

I thought it would help a lot if I could just see whether the connection was still there, before sending a message. I started playing in Borland Delphi a bit, and finally found some free components on the Internet for pinging a host and using tray icons, which was exactly what I had in mind for this program.

First it could only ping a host. Next, a ‘tiny form’ mode was added and you could have the program always sit on top of the other windows. A bit later it would also show the connection state in the taskbar button icon. Then sounds were added, and the program could be minimized to the system tray. More and more options were added, but one of the main aspects of the design has always been to keep the memory usage and CPU time as low as possible.

Basics

The standard way to check whether a host is reachable or not, is using the ICMP (Internet Control Message Protocol). With this protocol you can send an  “EchoRequest” message, and wait for an “EchoReply” message. The well-known utility Ping uses this technique. These messages usually are very small (<100 bytes) and sent at most once a second. If you send larger or more messages per second, it will often be considered a denial-of-service attack, which hackers use to disable a server. This program sends 32 bytes every 1.5 seconds, which is nothing compared to the normal network flow.

Starting

Double-click on “LinkMonitor.exe” and the main form appears. For more information on how to use it and what all the controls mean, see chapter ‘Usage’.

You can also start the program from a command prompt or from the Run window. In that case you can use one or more command-line options, which are listed in the next chapter ‘Switches’. You can also add these options if you have created a shortcut to “LinkMonitor.exe” by holding Alt while double-clicking the shortcut. Then look for the target line, and add the options right after the quoted command.

Switches

Command-line options must be preceded by a slash (/) or a hyphen (-). You can use any combination of options listed in the table below. Notice that many features can also manually be (un)selected after the program has been started.

	-auto
	Start monitoring automatically, so the user doesn’t have to press the start-button.

	-top
	Always on top.

	-tray
	Display system tray icon.

	-sound
	Sound notifications on connect and disconnect enabled.

	-minimize
	Start minimized. If used in combination with the -tray option, this will hide the taskbar button.

	-lock
	Lock hostname and start button. You will understand that this should be used together with the -auto option, because the monitor can’t be started manually.

	-ignore x
	Specify number of ping errors (x) to ignore before actually changing the status and playing a sound.

	-host www.hostname.com
	Fill in the specified host. If the monitor is started while the host field is empty, the default localhost will be used.


Usage

When you start Link Monitor without any switches, the default window will appear as shown in figure 1.
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Figure 1: Link Monitor's main window (idle)

You can simply press the start-button in the top right to start monitoring using the default localhost. You can also enter any other computer name or IP address in the host field, even after the monitor has been started.

The three checkboxes below the start-button are described in the previous chapter Switches. The difference is that the switches are meant for startup only, while the checkboxes allow the user to change the behavior while the program is running.

There are 3 different modes in Link Monitor: idle, connected and disconnected. When the monitor is inactive, or when the host field has been cleared, it will be in idle mode. In this mode the program will not send any packets to any host.

If the monitor is active and the host replied, it is in connected mode. Now it will send a ping every 1.5 seconds to check whether the host is still reachable. The window looks like shown in figure 2.
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Figure 2: Link Monitor’s main window (connected)

Now it’s time to tell something about the three colored boxes. The meaning of the color and the contents are in the table below.

	
	Red
	Green
	Contents

	Busy
	Host field is empty, idle
	Sending ping packets
	Number of packets sent

	DNS
	Could not resolve IP address
	DNS lookup successful
	OK on success

	Time
	No reply from host
	Host replied
	Reply time in milliseconds (Round Trip Time)


The program is in connected mode only if all three boxes are green. Otherwise, if only the Busy box is green (which means the monitor is not idle), we are in disconnected mode. An example window is shown in figure 3.
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Figure 3: Link Monitor's main window (disconnected)

You may have noticed the long small button on the right-hand side of the main window. If you click this button, the window will transform into a tiny shape, as shown in figure 4.
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Figure 4: Link Monitor's tiny window (connected)

This tiny window is better when you want it visible on the screen all the time (by checking the Top checkbox). The host is shown in its caption, and only the Time box, which shows whether there is a connection or not, is visible. In the example window in figure 5, the program is in disconnected mode (no, not in idle mode, because then the box would be colored dark red).
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Figure 5: Link Monitor's tiny window (disconnected)

You can return to the main shape by clicking the small button on the right-hand side of the tiny window.

Note: the program seems to use slightly less CPU time when the window is in tiny shape, even when minimized to the system tray.

If the tray icon is visible, you can click on it to hide or restore the program window (main shape or tiny). If you right-click on it, the popup menu in figure 6 will appear.
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Figure 6: Tray icon popup menu

The Start and Sound commands are obvious and explained above. However, the Invisible command is much more interesting. By selecting this command, the program will ask for confirmation and then hide both the program window and the tray icon. This way all controls are hidden and Link Monitor cannot be shutdown unless Windows forces it to terminate. 

The Invisible mode has some consequences for the history log file, which is normally updated when the program is exited. In this mode, however, the program will never be closed properly and I haven’t found out yet whether I receive a message when Windows terminates all applications. So for now the history file will be updated automatically every 15 minutes when in invisible mode.

 Notifications
Each mode has its own icon and messages. The icons will be used both for the taskbar button and for the system tray.

	
	Icon
	Taskbar caption

	Idle
	[image: image7.bmp]
	Link Monitor

	Connected
	[image: image8.bmp]
	Connected [www.hostname.com]

	Disconnected
	[image: image9.bmp]
	Error message [www.hostname.com]


In figure 7 all visible notifications are shown.
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Figure 7: All visible notification methods

The sounds used by Link Monitor are:

snd\Connect.wav

snd\Disconnect.wav
You can replace them with your own sound files, if these start annoying you.

Note: the icons are packed into the executable, so if you’d like to replace them, you will need a resource hacker. If you have some really cool icons, please let me know…

Technical information

The program has been developed and tested on the following system:

· Intel Pentium III-750Mhz 

· 256 Mb RAM

· Windows 2000 SP2

It was designed to run on any Windows 32-bit operating system with Wsock32.dll.

Some specifications:

· Maximum memory
5 Mb
(at startup)

· Average memory
2 Mb
(form visible)

· Minimum memory
0.5 Mb
(minimized to tray)

· Average CPU usage
0.5 %

· Average number of threads
3
(5 with sounds)

· Uncompressed file size
500 kb

· Ping packet:

· Size
32 bytes

· Time-To-Live
128 hops

· Timeout
3000 ms

· Delay interval
1500 ms

The program uses a separate thread to send ping messages to the host. This means that the program window will be updated continuously, even when the ping operation times out.

Known issues

· There is no time compensation if you put the computer in stand-by or hibernate mode. If it was in connected mode, it will display the time for that mode as if it had been connected all the time during stand-by. However this has no influence on the number of packets sent or on the success percentage.

· When starting the program minimized in the tray (-tray -minimize), it seems that it uses more memory than you would expect. If you really need that extra 2 Mb, try clicking the tray icon twice, thus restoring and minimizing the program manually. Oh, what also helps to lower the memory usage: don’t activate the monitor…

· Keep in mind that some hosts or routers filter out ping packets to prevent attacks. So when a host doesn’t reply to a “EchoRequest” message, it does not always mean that host is not reachable for other connections (like http, ftp or telnet). Especially big sites like Microsoft and Hotmail use this type of filter.
· The color and contents of the boxes and the success percentage in the main window are not affected by the ignore amount specified on the command-line. This option has only effect on the changing between states (icon, sound…)
Changes

v1.11

· Fixed time format in history list

v1.1

· Option ‘invisible’ now hides the window and the tray icon

· Command-line option ‘ignore’ added

v1.0

· Main window is resizable

· Ping in a separate thread

· Connection state images in history list

v0.2

· History list added

· Success percentage is shown

· Program can be minimized to system tray

· Replaced icons by own drawn art

· Icons are stored inside the program executable
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